My=uiunansHoe O0KeTHOE yUpexkIeHue
JOTIOJTHUTENIBHOTO 00pa30BaHU
«JleTckast FOHOIIECKas CIIOPTUBHAS LIIKOJIA»

ITpuka3
17.01.2018 r. Ne 4

«006 OIIPEACJICHUH YIpO3 6€e30MmacHOCTH NEPCOHAJIBHBIX JaHHBIX, aKTYaJIbHBIX IIPU
06pa60T1<e NEPCOHAJIBHBIX aHHBIX B HHCbOpMaLIHOHHBIX CUCTEMAX INMEPCOHAIBHBIX
JAaHHBIX paGOTHI/IKOB»

B coorBerctBuu ¢ 4acTero S cratbu 19 PenepanbHoro 3akoHa ot 27.07.2006
Ne 152-@3 «O nepcoHaNnbHbIX JaHHBIX», C LIeMbI0 00ecreueHus eauHOro Moaxoaa K
ONpeleNeHHuI0 yrpo3 0e30MacHOCTH IePCOHANBHBIX JaHHBIX, AKTyaJbHBIX IIpH
00paboTKe MepcoHaNbHBIX NAHHBIX B UH(QOPMALMOHHBIX CHCTEMaX IMepCOHATBHBIX
JaHHBIX

ITPUKA3BIBAIO:

1. Onpenenuts yrpossl Ge30macHOCTH NEPCOHANBHBIX NAHHBIX, aKTyalbHBIX
npu 00paboTke MEpCOHANBHBIX JaHHBIX B HH(OPMALIMOHHBIX CHCTEMax
TIePCOHANBHBIX JAHHBIX PA0OTHUKOB, COITIACHO MPUIIOKEHHIO.

2. PaspaGoraTe M NpPHHATP HOPMATUBHBIH NPaBOBOHM aKT, ONpeAENIAIOLIUH
yrpo3sl 0€30IaCHOCTH MEPCOHANBHBIX NAHHBIX, aKTyajlbHble MPH MX 00paboTke B
MH(OPMALMOHHBIX CHCTEMaX.

3. KoHTponp 3a MCIOTHEHHEM HACTOSIIErO MOCTAHOBJIEHHS BO3NOXKHTH HA 3aM.
mupextopa o YBP B.H. I1la6anoBa.

//

upexrop MBY 10 I[IOCHi i



IIpunoxxenne
K nmpukazy ot 17.01.2018 Ne 4

Yrpo3sl
0€30MacHOCTH MEePCOHATBHBIX JaHHBIX, aKTyaJbHbIE MPU 00paboTKe
NEPCOHANIBHBIX JJAHHBIX B UHPOPMAIMOHHBIX CUCTEMaX MEPCOHAIbHBIX TaHHBIX
pabotHukoB U obyyatomuxcss MBY J10 JHOCI

1. OOMe mMoI0KEHUS

1.1. Yrpo3sl 0€30macHOCTM MEPCOHANBHBIX JIaHHBIX, AaKTyaJbHbIE MpU
00paboTKe MEePCOHANBHBIX NAHHBIX B MH(MOPMAIMOHHBIX CHUCTEMaX IMEPCOHATBHBIX
JTAHHBIX PA0OTHUKOB M OOydJaromuxcs (Janee - AKTyallbHble YTrpo3bl 0€30MacHOCTH
NCIIH), onpenesieHbl B COOTBETCTBUU € YaCThIO S cTaThu 19 denepanbHOTO 3aKoHA
or 27.07.2006 Ne 152-®3 «O mnepcOHANbHBIX [aHHBIX», IMOCTAHOBIECHUEM
[IpaButensctBa Poccuiickoit ®eneparuu ot 01.11.2012 Ne 1119 «O6 yTBepxkaeHUH
TpeOOBaHMI K 3allUTe TNEPCOHANBHBIX JIAaHHBIX TIpu HX 00paboTke B
WH(OPMAIIMOHHBIX CHUCTEMax IMEePCOHANBHBIX JaHHBIX», MpukazoM DenepanbHOU
CIIy’KOBI TI0 TEXHUUECKOMY U 3KCHOPTHOMY KoHTpouto (ganee - OCTIOK Poccun) or
11.02.2013 Ne 17 «O06 ytBepxknenuu TpeGoBaHuid o 3amurTe HMHGOPMALUM, HE
COCTABJISIIOLIEH TOCYIAPCTBEHHYIO TalHY, COAEp)KalEhcs B TOCYJapCTBEHHBIX
uH(pOpMaMOHHBIX cucTteMax», npukazoM @CTIK Poccun ot 18.02.2013 Ne 21 «O06
yrBepkaeHnn CocTaBa M COJAEP)KaHMSI OPraHU3ALMOHHBIX M TEXHUYECKUX MEpP IO
oOecrieyeHnI0 O€30MaCHOCTH TNEPCOHANBHBIX JAaHHBIX MpPU UX 00paboTke B
MH(OPMAIIMOHHBIX CHUCTEMax MEPCOHANBHBIX JaHHBIX», NpukazoM DenepanbHOU
cyxObl  Oe3onacHoctu Poccuiickoin ®enepauuu (nanee - ®CB Poccun) ot
10.07.2014 Ne 378 «OG0 ytBepxkaenun CocraBa U colepKaHUsl OPraHU3aluOHHBIX U
TEXHUYECKUX Mep MO 00eCleYeHHnI0 OEe30MacHOCTH MEPCOHANIbHBIX JAHHBIX IPU HX
oOpaboTke B  HMHPOPMAIMOHHBIX  CHUCTEMax  TMEPCOHAJBHBIX  JAHHBIX  C
MCITIOJIb30BAHUEM CPEJICTB KpUIITOTpadUueCcKoil 3auThl UHPOpMAITUU, HEOOXOTUMBIX
JUIs  BBINOJIHEHUSA ycTaHOBJIEHHBIX [IpaBurensctBoM Poccuiickonn denepaunu
TpeOOBaHMI K 3alUTE TMEPCOHANBHBIX JAHHBIX JJIs KaXJAOTO0 W3 YPOBHEH
3alUIIEHHOCTH», MeTOANKON OmpeAeNeHusl aKTyaJlbHbIX Yrpo3 0e30macHOCTH
MEPCOHANBHBIX JaHHBIX TP UX 00paboTke B WH(HOPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX JTAHHBIX, YTBEPKIACHHOU 3amectutesieM aupekropa @CTIK Poccun
14.02.2008, MeToauyecKUMH PEKOMEHIALMUSIMU 1O pa3paboTKe HOPMATHUBHBIX
MPaBOBBIX AKTOB, OMNPEACINSIONIMX yrpo3bl 0€30MaCHOCTU MEPCOHANIBHBIX JIaHHBIX,
aKkTyallbHbIEe TIpY 00pabOTKE MEPCOHANIBHBIX JIaHHBIX B MH()OPMAIIMOHHBIX CHCTEMAax
NEPCOHANIBHBIX JTAHHBIX, HKCIUTYaTUPYEMBIX MPHU OCYIIECTBICHUU COOTBETCTBYIOIINX
BHUJIOB JEATEIIBHOCTH, YTBEPKAEHHBIMU pyKOBOACTBOM §-T0 LlenTpa @Cb Poccum ot
31.03.2015 Ne149/7/2/6-432, ba3oBoi MOAENbIO yTpo3 0€30MaCHOCTH MEePCOHATBHBIX
JAHHBIX MPU UX 00paboTke B MHGOPMAIMOHHBIX CUCTEMAax MEPCOHAIBHBIX JTaHHBIX,



yTBepkIeHHOH 3amectutenieM aupexkropa @CTOK Poccum 15.02.2008, n bankom
JAHHBIX yrpo3 Oe30MacHOCTH HMH(OpMAIUU, pa3MENIeHHbIM Ha OQUIIMATbLHOM
caiite ®CTOK Poccum (http://bdu.fstec.ru).

1.2. AxtyansHbie yrpo3sl Oe3omacHoct WCII[IH conmepkar mnepedeHb
aKTyaJIbHbIX YTpo3 0€30MacCHOCTU MEPCOHANBHBIX JAHHBIX MpU MX 00paboTKe B
WH(OPMAIIMOHHBIX CHUCTEMax TNEepCOHaNbHbIX MJaHHbIX (manee - UWCIIAH)
pabOTHUKOB M 00ydJaromuxcs (jJanee -1mKona).

1.3. AktyanpHbie yrpo3bl Oe3omacHoctu WMCIIJIH momnexar amanTanuu B
X0Jle pa3pabOTKK HIKOJION YaCTHBIX MOJeNeH yrpo3 0e30MacHOCTH MepCOHATBHBIX
JTaHHBIX IS KXo nH(OpMalimoHHoH cucteMsl (nanee - MC).

1.4. TIpu pa3paboTke YaCTHBIX MOJIEeH yrpo3 6€30MacCHOCTH MEPCOHATBHBIX
JAHHBIX TPOBOJUTCS aHAJIN3 CTPYKTYPHO-(PYHKITMOHAIBHBIX XapakrepucTuk WC,
AKCILTYaTUPYEMOU MPHU OCYILECTBICHUH IIKOJIOW (PYHKIIUN 1 TTOJTHOMOYHH, a TaK¥Ke
NpPUMEHSIEMbIX B HeW WHGOPMAIIMOHHBIX TEXHOJOTHMM W OCOOCHHOCTEH ee
(GYHKIIMOHMPOBAaHUS, B TOM YHCIE C HCIOJIb30BaHHEeM baHka MaHHBIX YIrpo3
Oe3omacHOCTH UHPOpPMAITUH.

1.5. B uyactHOit Mojenu yrpo3 0€30MacHOCTH MEePCOHATBHBIX JTAHHBIX
YKa3bIBaIOTCS:

onurcanue UCII/Ix u ee cTpyKTypHO-(QYyHKIIMOHATBHBIX XapaKTEPUCTHK;

OmMHcaHUEe yrpo3 O€30MacHOCTH TMEPCOHAIBHBIX JAaHHBIX C Y4YETOM
COBOKYITHOCTH MPEATONIOKEHHUI 0 crtoco0ax, MOATOTOBKE U MPOBEICHUH ATaK;

omucaHue BO3MOXHBIX ysa3BuMoctert MC, cnocoOoB peanuzaiuu yrpos
Oe3omacHOCTH MHGOPMALMM W TOCJIEICTBUA  HapyIIEHWH  0e30MacHOCTH
uH(pOpMaLIHH.

1.6. O6bexkramMu wHpOpMaTH3aMK B IKosne BeicTynaioT WC, umeromme
CXOJHYIO CTPYKTYpPY U OIHOTOYEUHOE MOJKIIOYEHUE K CETSIM OOLIEro MOJb30BaAHUS
u (n) uHGOPMAIMOHHO-TEIEKOMMYHHUKAITMOHHONW ceTn «MHTepHeT» (manee -
ceth «HTEpHET») Yepe3 BBIAEICHHYIO MHOPACTPYKTYpPY — MEKBEIOMCTBEHHYIO
CeTh Iepeaun JaHHBIX TaMOOBCKOM 00macTu.

1.7. B 3aBucMMOCTH OT KOHKpeTHOTO 00BbekTa nHpopmaruzaruu UC oprana
BJIACTH JIETISATCS HA JIBA BUJA:

nokanbHas UC, paboune Mecta u 6a3bl JaHHBIX KOTOPOUW PaCHOSIOKEHBI B
npezeiax OHOrO 3/1aHMUS;

pactpenenennas MC, paboune mMecTa KOTOpOW pacCMoOIOXKEHbI B Ipeenax
OJTHOTO 3J7laHus, a 0a3bl JaHHBIX XpaHsATCs W oOpabarbiBatoTcss B LleHTpe
00pabOTKH JaHHBIX aIMUHUCTPALIMK O0IACTH.

1.8. bazpl  nmaHHbIX ~ WHOpPMAaIMK, €  MCHOJIB30BAHHMEM  KOTOPBIX
OCYUIECTBISIIOTCST  cOOp, 3amuch, CHCTEMArTU3alus, HaKOIJICHUE, XpaHEHUeE,
yTouHeHHe (OOHOBJIGHHME, UW3MEHEHHE) TMEPCOHANBHBIX JAHHBIX TpaxkKIaH
Poccuiickont denepanuun, HaxoasTcs Ha Tepputopun Poccurickonn denepanuu.

1.9. Beog mepconanmpubix gaHHbIX B MC wm BeIBog gaHHbIXx u3 UC
OCYIIECTBISIOTCS C HCIIOJIb30BAaHUEM OyMa)KHBIX U JJIEKTPOHHBIX HOCHUTEIEH
uHpopmanuu. B kauecTBe 3MEKTPOHHBIX HOCUTENEH MH(DOpPMAIIMKU UCIIOIB3YIOTCS
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YYTCHHBIC CHEMHBIC HOCHTENW HWH(POpMAIMM W ONTHYEeCKHMe mucku. JlocTym
HUCIIln orpaHuyeH MepeyHeM MYHHUIMNAIbHBIX CIY)KAIUX WM pPaOOTHUKOB
OpraHu3aluii, SBISIOMMXCs noib3oBareasiMu UC.

1.10. [lepenaya mnepcoHaIbHBIX JAHHBIX B JPYyTU€ OpraHu3alud U B
TEPPUTOPHUAIIbHBIE OpraHbl (pe/lepaibHBIX OPraHOB HCIOJIHUTEIBHON BJIACTH IO
ceTsiM oOmiero mnosib3oBaHus W (win) cetu «MHTEpHET» OCylIecTBIAeTCS C
HCIIOIb30BaHUEM CEPTUPUIIMPOBAHHBIX IMHGPOBATLHBIX (KpUITOTpaduIecKux)
cpencts 3amuThl nHGopManuu (ganee - CK3M).

1.11. KonTtpomupyemoit 30Hoii MC sBisgeTcs agMUHUCTPATHBHOE 3JaHUE
IIKOJIBI U OT/ACJIbHBIE MOMeEIeHHs. B mpenenax KOHTpOIMPYeMOM 30HbI HAXOASITCS
paboune MecTa MOJIb30BaTeNeH, CEpPBEPHI, CETEBOE M TEICKOMMYHHKAIIMOHHOE
obopymoBanue MC. BHe KOHTpOIMpyeMOW 30HBI HAXOAATCS JUHUW Tepeaadu
JAHHBIX W  TEJICKOMMYHHUKAI[MOHHOE O0O0OpydOBaHUE, HCHOJb3yeMOe s
WH(OPMAIIMOHHOTO OOMEHa MO CeTIM OOIIero IMOoJIb30BaHUS U (WJIM) CETH
«HTEpHETY.

1.12. B axMUHHUCTPATUBHOM 37IaHUU IIIKOJIBI.

JIOJIKEH ObITh OPraHU30BaH MPOITYCKHON PEXKUM;

JIOJIKHO OBITh MCKJIIOYEHO HEKOHTPOJMpYEeMOe MpeObIBAaHUE MOCTOPOHHUX
JUI] YU HEKOHTPOJUpYyeMOe IMepeMeleHue (BBIHOC 3a TMpeaesibl  3[aHus)
KOMIIBIOTEPOB U OPITEXHUKHU;

MOMEIIEHUE CO CPEACTBAMHM BBIUYMCIUTEILHOW TEXHUKU JOJIKHO OBITh
000py/IOBaHO 3aMUPAIOIIUMUCS IBEPSIMHU U OTEUATHIBAIOIIMMU YCTPOUCTBAMU,

JOTIOJIHUTEIIBHO MOXET OBITh  OPraHM30BaHO BHUJCOHAOIOICHUE B
KOpUJIOpax, BECTUOKOIAX U XOJUIax.

1.13. 3amuTa mepcoHANBHBIX MaHHBIX B MC mKkombl W ceTax oO0mero
MOJIb30BaHMsI, MOAKII0YaeMbIX K ceTu «HTepHeT», o0ecrneunBaeTcs CpeacTBaMuU
3amuThl nHpopMmaruu (manee - C3N):

C3U ot HecaHKIIMOHUPOBAHHOTO J0CTyma, cepruduiupoBanabiMu OCTIOK
Poccun, He Huke 4 YpOBHA KOHTPOJIS OTCYTCTBUSI HE AEKIAPUPOBAHHBIX
BO3MOXHOCTEM (nanee - HAB);

CpelcTBaMM aHTUBHUPYCHOW 3amuThl, ceptuduimpoBanapiMu DCTIK
Poccun, He HMXKe 4 knacca;

MEXCETEBbIMU dKpaHamu, cepruduimpoanubivu @CTIOK Poccun, He HIbKe
3 kjacca;

CK3U, ¢dopmupyromumu  BupTyanbHble  yacTHele cetu  (VPN),
cepruduiupoBanubiMu @Ch Poccun no kiaccy KC 1 u Bbie;

cucTeMaMu 0OHapy>KEHUs BTOP>KEHUS HEe HUXKe 4 Kiacca.

2. XapakTepuCTUKU 0€3011acCHOCTH MH(OPMALIMOHHBIX CUCTEM
NEPCOHAIIBHBIX JaHHBIX

2.1. OCHOBHBIMU CBOMCTBaMH O€30TTACHOCTH MH(MOPMAIINH SBIISTFOTCS:
KOH(HMJICHITNATILHOCTD - 00S3aTelIbHOE IS COONIFOICHHSI ONepaTopoOM HIIH
WHBIM TIOJYYMBIIUM JOCTYI K TMEPCOHAIBHBIM JAHHBIM JIMIIOM TpeOOBaHUE HE



JOTYCKAaTh UX pachpocTpaHeHus 0e3 coracusi CyObeKTa MEePCOHANBHBIX JaHHBIX
WJIY HaJIM4YUsl NHOTO 3aKOHHOTO OCHOBAHUS;

IEJIOCTHOCTh - COCTOSTHUE 3aIIMIIEHHOCTH MH(MOPMAIINK, XapaKTepu3yeMoe
cnocoOHocThio MIC obecrnieunBaTh COXpaHHOCTh M HEM3MEHHOCTh HH(MOpMaIuu
IpU TIONBITKAX HECAHKIMOHMPOBAHHBIX BO3JICUCTBUA HAa HEE B MpPOLECce
00pabOTKH WU XpAHCHUS;

JOCTYITHOCTb - COCTOSIHUE MH(OPMALINH, IPU KOTOPOM CYOBEKThI, UMEIOIIHE
mpaBa JOCTyna, MOTYT PEanu30BaTh UX OCCHPENSITCTBEHHO.

2.2. Tlog akTyaJlbHBIMH yTpo3aMu O€30MaCHOCTH TEPCOHAIBHBIX JTaHHBIX
MMOHMUMAETCSI COBOKYITHOCTh YCJIOBUH H (DAaKTOPOB, CO3JAIONIUX AKTYaIbHYIO
OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCIIE CIIY4YalHOIO, IOCTyIla K
MIEPCOHANILHBIM JTaHHBIM Tpu uX oOpabotke B MC, pe3yapTaroM KOTOPOTO MOTYT
CTaTh YHUYTOXKEHUE, U3MEHEHHE, OJIOKUPOBAHUE, KOMMPOBAHUE, MPEIOCTABICHUE,
pacupoCTpaHEHUE NEPCOHAIBHBIX JAHHBIX, a4 TAaKXXE HHBIC HEIPaBOMEPHBIE
JIEUCTBUSL.

2.3. B 3aBucumocTH 0T coctaBa 00padaTbiBa€MbIX MEPCOHATBHBIX JIAHHBIX U
TUIA aKTyaJIbHBIX YIpO3 HEOOXOJUMBIM YPOBEHb 3allIUIEHHOCTH MEPCOHAIBHBIX
naHHbIX 171 kaxaon NCITJIH onpenensercs HHAUBUYaTbHO.

2.4. Ins UCIIJIH mKosbl akTyajdbHBbI YIPO3bl O€30MaCHOCTH MEPCOHATBHBIX
JAHHBIX TPETHEro THUNA, HE CBsA3aHHble ¢ HanuuueM HJIB B cucreMHOM u
NPUKJIAAHOM ITporpaMmMHoM obecnieuenuu (ganee - [10), ucnonszyemom B MC.

3. [IpumeHenune cpeacTB KpUNTOrpaduiecKoi 3auThl HHPOPMAIIUU B
MH(OPMALIMOHHBIX CUCTEMAaX NMEPCOHAIBHBIX JaHHBIX

3.1. AkryansHocts npumenenuss B UCII[In mxonst CK3U ompenensercs
HEOOXOIUMOCTBIO  3aIllUThl TEPCOHATBHBIX JAHHBIX, B TOM YHCIE TMPU
nH(OPMAIIMIOHHOM OOMEHE MO CETAM CBSI3M OOIIETr0 MOJb30BaHUS W (UJIM) CETH
«HTEepHETY.

3.2. CK31 npeana3HadeHbl i 3alUThl MHGOPMAlUU OT JEHUCTBHMA CO
CTOPOHBI JIMII, HE UMEIOIIHNX MPABO IOCTYIA K 3TON MH(GOPMAIIUH.

3.3. IIpuHATHIMA OpPTAaHU3AIMOHHO-TEXHUYECKUMH MEPAMH B IIKOJIE JODKHA
OBITDH HCKITIOUEHA BO3MOXXHOCTb HECAHKITMOHUPOBAHHOTO nocTyna
MOTEHIMAIBHOTO HAapyIIUTeNs K KitoueBoid nHpopmanuu CK3U.

3.4. Ilpu oxcrmyaranmun  CK3W  nmomkHbl  coOmtoparbesi  TpeOOBaHMS
AKCIUTyaTallMOHHO-TeXHUYeckol  nokymeHtariuu Ha CK3WM u  TpeboBanus
JEHCTBYIONINX HOPMATUBHBIX TMPABOBBIX AaKTOB B 00JacTH peanu3alud U
skcrutyaranuu CK31.

3.5. lnms oOecriedyeHus: 0€30MAaCHOCTA TEPCOHANBHBIX JAHHBIX MPU HX
oopadorke B UCII[n wucnons3yrorcs CK3U, npomeamme B yCTaHOBICHHOM
NOPSIKE MPOLIETYPY OLIEHKH COOTBETCTBHSI.

3.6. O6bexramu 3amutel B UCI/IH sBisiroTes:

MIePCOHAJIbHBIE JaHHBIE;

cpencTBa Kpunrorpaduueckoi 3anmThl nHQopMaIny;

cpena ¢pyaknuonuposanus CK3U (nanee — CD);



uH(pOpMaIusl, OTHOCSIIASICS K KPUMITOrpaprUecKoil 3aliuTe NepCcoOHATbHbBIX
JAHHBIX, BKJIIOYAs KIIOYEBYIO, MAPOJIbHYIO U ayTEHTU(DUIMPYIOUTYIO HH(DOpMAIUIO
CK3H;

NOKYMEHTBI, J€Ja, JKypHaJlbl, KapTOTE€KH, HW3MAHUS, TEXHUYECKHUE
JIOKYMEHTBI, pabouurie MaTepuajbl U T. M., B KOTOPBIX OTpa)k€Ha 3allluilaeMas
uHpopmanms, otHocsmascs k HCIIJlH m ux xkpunrorpadguyeckoil 3amure,
BKitoyas JAokymeHTaunio Ha CK3M wm Ha TeXHUYECKME U NIPOrpaMMHBIC
KOMITOHEHTHI cpenbl pyHkuuonuposanus CK3U;

HOCHUTENHU 3amuiaeMoi nHpopmaiuu, ucnonaszyembie B MIC B mporecce
KpunTorpaguyeckord 3alfuThl TEPCOHANBHBIX JAaHHBIX, HOCHUTEIH KIIOYEBOH,
naposibHON M ayteHTuuumpytomeit napopmannun CK3U u mopsimok goctyma K
HUM,;

UCTIOIb3yeMble HMH(POPMAIIMOHHON CHUCTeMON KaHaibl (JIMHUHM) CBSI3U,
BKJItOYasi KaOeIbHbIE CUCTEMBI;

IIOMEILEHNA, B KOTOPBIX HaxomsaTcsa pecypcsl MC, umeromue OTHOIIEHHUE K
KpUnTOrpaduueckon 3a1uTe NepCOHANBHBIX JAHHBIX.

3.7. Peanuzauusa  yrpo3 ~ 0€30MACHOCTH  MEPCOHAJBHBIX  JIAHHBIX,
obpabatsiBaeMbix B UCII/IH, onpenensieTcst BO3SMOXKHOCTSIMU UCTOUYHUKOB arak. Ha
OCHOBAaHMHU HCXOJHBIX HaHHBIX 00 OOBEKTaxX 3allUThl M HCTOYHHKAX arak B
Tabnuue 1 A1 mKobl onpeeneHbl 0000IIEHHbIE BO3MOKHOCTH UICTOUHUKOB aTak.

Ta0Omuna 1
O06006111eHHbIE BO3MOKHOCTH UCTOYHHUKOB aTaK Ha/Her
1 2
1. BO3MOKHOCTh ~ CaMOCTOSITEIbHO ~ OCYIIECTBISATH ~ CO3/IaHHWE  CIIOCOOOB  arak, Jla
MOJITOTOBKY M MPOBEJICHUE aTaK TOJBKO 32 MpeieiaMi KOHTPOJIUPYEMON 30HBI
2. BO3BMOXKHOCTh ~ CaMOCTOATEIBHO  OCYIIECTBIATH  CO3/aHHWE CIIOCOOOB  arak,
MOJATOTOBKY M TIPOBEICHHWE arak B Tpeeliax KOHTPOJIMPYeMOH 30HBI, HO 0e3 Jla

¢usnyeckoro goctyna K ammapaTtHeiM cpenctBaMm (nanee — AC), Ha KOTOpPBIX
peanmuzoBanbl CK3U u cpena nux QyHKUNOHUPOBAHUS

3. BO3MO)XHOCTb ~ CaMOCTOSITENIBHO ~ OCYLIECTBIISATH ~ CO3/1aHUE  CHOCOOOB  aTak,
MOJrOTOBKY M IPOBEIEHUE aTak B Ipejaesax KOHTpoIMpyeMoul 30HbI ¢ (usmdeckum | Her
noctynoM kK AC, Ha koTopsIx peanu3zoBanbl CK3U u cpena ux GyHKIMOHUPOBAHUS

4. BO3MOXXHOCTh MpUBJIEKaTh CHEIMAINCTOB, UMEIOIINX ONBIT pa3padOTKU U aHaIu3a
CK3U (Bxiroyasi crienuanucToB B OOJIACTH aHAJIM3a CUTHAJIOB JHUHEWHOW mepenaun u | Her
CUTHAJIOB MOOOYHOTI0 3JIEKTPOMAarHUTHOTO M3nyueHus: u HaBogok CK3U)

5. BO3BMOXXHOCTh MPUBJIEKATH CIIEIHUATUCTOB, UMEIOIIUX OMBIT pa3paboTKU W aHAIHU3a
CK3U (Bkmrovast CHEIHMANIMCTOB B OOJACTH WMCIOJB30BaHUS s peanu3anuu artak | Her
HEJOKYMEHTHUPOBAHHBIX BOZMOKHOCTEH MPUKIIAJTHOTO MPOTPAMMHOTO 00ECTICUeHUS )

6. BO3MOXXHOCTB MPUBIIEKATH CIICIHATUCTOB, HMEIOIIUX OMBIT pa3pabOTKH M aHAJIH3a
CK3U (Bkmrodass CHEMAIMCTOB B 00NAacTH HCMIONB30BAHUS IS pealu3allid araKk
HEJIOKyMEHTHPOBAHHBIX BO3MOXKHOCTEH aIllapaTHOTO0 W MPOTPaMMHOTO KOMITOHEHTOB
cpens! pynkimonupoanus CK3M)

Her

3.8. B cooTrBeTcTBUM C 0OOOIICHHBIMH BO3MOXKHOCTSMH HCTOYHUKOB aTak
(rabmumia 1) ompeneneHpl JBE  akTyaJdbHbIE YTOYHEHHBIE BO3MOXXHOCTH



HapyLIUTENEeH W HamnpaBlIeHUs aTak (COOTBETCTBYIOLIME AKTyaJbHbIE YIPO3bI IS

NC) (tabnuua 2).

TaOmuma 2

YTOouHEHHBIE BO3MOXKHOCTH
HapyIIUTEIEH U HAPABJICHUS
arak (COOTBETCTBYIOILNE
AKTyaJIbHBIC YTPO3bI)

AKTyaJIbHOCTb
WCIIOJTb30BaHUS
(mpuMeHeHMS) s
MOCTPOCHUS U
peanusaium atak

O6ocHOBaHME OTCYTCTBUS

1

2

3

1. IlpoBenenue araku npu
HaxXOXJICHUH B MpeJenax
KOHTPOJUPYEMOM 30HBI

Heakryansno

[TpoBoasTCs pabOTHI MO MOA0OPY MEpCOoHAa;
MPEICTABUTENN TEXHUYECKUX,
00CITY>)KMBAIOIITUX M IPYTUX
BCIIOMOTaTeNIbHBIX CITYyX0 mpu paboTe B
NoMeleHus X, rae pacnoioxensl CK3U, u
COTPYIHUKH, HE SABIISIOIIHECS
none3oBarensiMu CK3U, Haxogarcs B 3TUX
MTOMEIIEHHIX TOJIBKO B IPUCYTCTBUH
COTPYIHUKOB IO IKCILTyaTalllu;
COTPYIHUKH, SBIISIFOITUECS MOJIb30BATEIISIMU
HUCIIOH, HO HE ABIISIOIIUECS
noaes3oBareisvu CK3U,
POMH(GOPMHUPOBAHBI O TIPABHIIAX PAaOOTHI B
NCTIIH 1 0OTBETCTBEHHOCTH 32
HECOOJIIOJICHUE TIPaBUJI O0CCIICUCHHS
6e3omacHOCTH HHGOPMAIIUH;

nosnb3oBatenu CK3U nponHpopMupoBaHbI O
npaBunax pabotsl B UCII/IH, mpaBumax
pabotsl ¢ CK3U 1 OTBETCTBEHHOCTH 32
HECOOJIIO/ICHUE TIPaBUII 00CCIICUCHHS
6e3omacHOCTH UH(pOpPMALINH;

MTOMEIIICHHS], B KOTOPBIX PACIOIaraloTcs
CK3MU, ocHallleHbl BXOJIHBIMU JBEPHMU C
HaJeKHBIMHU 3aMKaMH, 00eCIIeYeHO
MIOCTOSIHHOE 3aKPBITHE JIBEpEN MOMEIICHHI
Ha 3aMOK, U UX OTKPBITHUE OCYIIECTBIISETCS
TOJIBKO JJIsI CAHKIIMOHUPOBAHHOTO

MPOX0/a;

YTBEPKJICHBI IIpaBuIa 10CTyMNa B
nomenienus, rae pacnonararorca CK3U, B
pabouee u Hepabouee BpeMsi, a TAKKe B
HEIITAaTHBIX CUTYAIUsX;

YTBEP>KJIEH MEePEUEHb JIMII, UMEIOIIHNX MTPaBo
JIOCTYTIAa B IIOMEIIEHUS, TJ€ PacIioaratoTcst
CK3U1;

OCYIIECTBIIICTCS pa3TpaHUYEHUE U KOHTPOJIb
JIOCTYTIA MOJIb30BaTeNIeH K 3alUIIaeMbIM
pecypcam;

OCYILIECTBIIETCS] pETUCTPAIUS U yUET
JneuicTBuid nmojip3zoBareneit ¢ [1J1H;




YTOouHEHHBIE BO3MOXKHOCTH
HapyIIUTEIEH U HAPABJICHUS
arak (COOTBETCTBYIOILINE
aKTyaJIbHBIC YTPO3bI)

AKTyaJIbHOCTh
WCIIOJIb30BaHUS
(mpuMeHeHus1) s
MIOCTPOEHUS U
peanusaium aTtak

O6ocHOBaHME OTCYTCTBUS

1 2 3
OCYUIECTBIIIETCA KOHTPOJIb LIEIOCTHOCTH
CPEICTB 3aIUTHI;
Ha APM u cepBepax, Ha KOTOPbIX
yctanoBieHsl CK3U, ucnons3yrorcs
ceprudummponannbie C3U ot
HECaHKIIMOHUPOBAHHOTO A0CTyMa (1anee -
HCJD);
UCIOJIB3YIOTCS CEPTUHUIIMPOBAHHbBIE
CpEICTBAa AaHTUBUPYCHOM 3aLUTHI
2. IlpoBenenue arak Ha stane | HeaktyanbHO [TpoBonsTcs paboThI O MOAOOPY MEPCOHAIA;
skciutyarauuu CK3U na nokymenTanus Ha CK3U xpanurcs y
CIEYIOIIne OObEKTHI: orBercTBeHHOTO 32 CK3U B MeTaminueckom
nokymenTanuio Ha CK3U u ceride;
KOMITOHEHTHI CD; MOMEIIEHHS, B KOTOPBIX PacroiararTcs
IIOMEILECHHUS], B KOTOPBIX nokymenTanus Ha CK3U, CK3U u
HAXOJIUTCSI COBOKYITHOCTh KoMITOHEHTbI CD, OCHAIIEHBI BXOJHBIMU
IIPOrPaMMHBIX U JIBEPbMHU C HAJIC)KHBIMH 3aMKaMH,
TEXHUYECKHUX DJIEMEHTOB o0ecIeueHo MOCTOSTHHOE 3aKPhITHE IBEPEeid
cucTeM 00paboTKH MIOMELICHUI Ha 3aMOK, U UX OTKPBITHE
JTAHHBIX, CIIOCOOHBIX OCYUIIECTBIISIETCS TOIBKO IS
(YHKLIMOHUPOBATh CaHKLIMOHUPOBAHHOTO ITPOXO/Ia;
CaMOCTOSITEJIBHO WU B YTBEPKACH NIEPEUEHB JINL, UMEIOLIMX IIPABO
COCTaBEe CPEJ/ICTB JIOCTyIa B MIOMEIIECHUS
BBIYUCIUTENbHON TEXHUKH
(manee - CBT) u C®
3. [lonydenue B pamkax AKTyanbHO

NPEI0CTaBICHHBIX
MOJTHOMOYHMH, a TaKXkKe B
pe3ynbrare HabIroaeHUH
creayromel nHGpopMaIum:
CBE/ICHUN 0 (PU3NYECKUX
Mepax 3alIUThl 0OBEKTOB, B
KOTOPBIX Pa3MeIIeHbI
pecypceel
UH(OPMAIIMOHHOMN
CHCTEMBI;

CBEJICHUH O Mepax 1o
00ecreYeHn o
KOHTPOJIMPYEMOM 30HBI
00BEKTOB, B KOTOPBIX
pa3MeIIeHbl pecypChl
UH(POPMAITMOHHON
CHCTEMBI;

CBEJICHUH O Mepax I10
pasTpaHUYCHHIO JJOCTYTIA B




YTOouHEHHBIE BO3MOXKHOCTH
HapyIIUTEIEH U HAPABJICHUS
arak (COOTBETCTBYIOILINE
aKTyaJIbHBIC YTPO3bI)

AKTyaJIbHOCTh
UCIOJIb30BaHMS
(mpuMeHeHus) U1
MIOCTPOEHUS U
peanu3anuy atak

O6ocHOBaHME OTCYTCTBUS

1 2 3

MOMEIIIEHHS], B KOTOPBIX

Haxomarcs CBT, Ha

KOTOPBIX PEaIN30BaHbI

CK31Uu CO

4. Vcnonp30BaHue WTATHBIX | AKTyaJbHO

cpeacts UCII/IH,

OTPaHUYEHHOE MEPAMH,

peaan30BaHHBIMU B

MH(OPMAIIMOHHOMN

cucreMe, B KOTOpou

ucnonb3yerca CK3U, u

HaIlpaBJICHHBIMU HA

[pe0TBpaLICHNE U

npeceyeHne

HECAHKIIMOHUPOBAHHBIX

NeUCTBUHI

5. OU3MYECKUN JOCTYII K HeakryansHo [TpoBonsTcs paboTHI IO TOAOOPY MEPCOHAIIA;

CBT, Ha KOoTOpbIX MOMEILIEHHMS], B KOTOpbIX pacnonaratorcs CBT,

peanuzoBanbl CK3U u CO Ha KoTophbIx pacnonaraiorcs CK3U u CO,
OCHAIIEHbI BXOJHBIMH JIBEPbMH C 3aMKAMH,
o0ecreunBaeTcs MOCTOSTHHOE 3aKPbITHE
JIBepel MOMEILEHUI Ha 3aMOK M UX OTKPBITHE
TOJIBKO /ISl CAHKIITMOHUPOBAHHOTO MTPOX0/1a

6. Bo3MOXHOCTB HeakryansHo [TpoBonsaTcs paboThl O MOAOOPY MEpCOHANa;

BO3/I€1ICTBOBAaTh Ha MOMELIEHUS, B KOTOPBIX pacrnojararwTcs

arraparHble KOMIIOHEHTHI CK3U u CO, ocHalieHbl BXOAHBIMH JIBEPbMHU

CK3H1 u C®, orpannyeHHas C 3aMKaMH, 00eCIIeUnBaeTCs IOCTOSIHHOE

Mepamu, peain30BaHHBIMH B 3aKpBITHE IBEPEN OMEILIEHUI Ha 3aMOK U UX

WH(OpPMAITMOHHON CHUCTEME, OTKPBITHUE TOJIBKO JJISI CAHKIIMOHUPOBAHHOTO

B KOTOPOM MCHOIb3YETCs MPOX0/a;

CK3W, u HanpaBieHHBIMHU Ha MIPEICTABUTENHN TEXHUUYECKHX,

MpeI0TBpalIeHUE U 00CTYKUBAIOIINX U APYTUX

IpeceyeHne BCIIOMOTaTeNIbHBIX CITYX0 Mpu padoTe B

HECAHKIIMOHUPOBAHHBIX MOMEIIEHUIX (CTOHKaX ), TI€ PacIOI0KEeHbI

JEHCTBUAN koMmnoHeHTsl CK3U u CO, u coTpynHuKH, HE
aBIIstolrecs mojp3osaresiMu CK3U,
HAaxXOJSTCS B TUX MMOMEIICHUSIX TOIHKO B
MPUCYTCTBUH COTPYIHHUKOB I10 KCILTyaTaluu

7. Co3manmue croco0oB, HeaxryansHo He ocymectBisiercst o0paboTKa CBEICHUIH,

MOJIFOTOBKA U MIPOBE/ICHHE
aTak ¢ MPUBJICUCHUEM
CHEINAIUCTOB B 00JACTH
aHaJIM3a CUTHAJIOB,
COMPOBOXKIAFOIINX
dbynkmonuposanne CK3U u

COCTAaBJIAIOIIMX FOCYJapCTBEHHYIO TaliHYy, a
TaK)K€ MHBIX CBEJIEHUH, KOTOPbIE MOTYT
IIPEICTABIISITh UHTEPEC IS peanu3anuu
BO3MOKHOCTH;

BBICOKasi CTOMMOCTb U CJIO)KHOCTh
MOJTOTOBKH pean3aliii BO3MOXKHOCTH;




YTo4HEHHBIC BO3MOXKHOCTU
HapyIIUTEIEH U HAPABJICHUS
arak (COOTBETCTBYIOILINE

aKTyaJbHbIE YTPO3bI)

AKTyaJIbHOCTh
WCIIOJIb30BaHUS
(mpuMeHeHus1) s
MIOCTPOEHUS U
peanusaium aTtak

O6ocHOBaHME OTCYTCTBUS

1 2 3

C®, u B obmactu MIPOBOATCS PabOTHI 1O MOI00PY MepCcoHaa;

WCIIOJIb30BaHUS IS IIOMELIEHMS, B KOTOPBIX PacIoIararTcs

peanusauuu arak H/IB CK3U u CO, ocHalieHbl BXOAHBIMH JIBEPbMHU

npuknagsoro [10 C 3aMKaMH, 00eCIe4nBaeTCs IOCTOSTHHOE
3aKpbITUE JBEPEU MOMEIICHUI Ha 3aMOK U HX
OTKPBITHE TOJIBKO JUIsl CAHKIIMOHUPOBAHHOTO
IIPOX0Aa;
IIPEICTAaBUTENIA TEXHUYECKUX,
00CIyKUBAIOIIMX U IPYTUX
BCIIOMOTaTeNIbHBIX CIIYyX0 Ipu paboTe B
MOMELIEHUSX, TJI€ PACIIOI0KEHbI
komnoHeHTsl CK3U u CO, u coTpynHuKu, HE
sSBJIIompecs nonb3oBareiasymu CK3U,
HaXOIATCS B ATUX IIOMEUICHUSIX TOIBKO B
IIPUCYTCTBUH COTPYIHHUKOB IO SKCILIyaTallly;
OCYUIECTBIIIETCS Pa3rpaHUYCHUE U KOHTPOJIb
JIOCTYTIA MTOJIB30BATEIIEH K 3alUIIAEMbIM
pecypcawm;
OCYUIECTBIIIETCSA PETUCTPALIUS U yUET
JIeHCTBUI MOJIL30BaTENICH;
Ha APM u cepBepax, Ha KOTOPBIX
ycra"oieHsl CK3U: ncnone3yrorcs
cepruduumposannsie C3U or HC/;
UCTIONB3YIOTCS CePTU(UIIMPOBAHHBIE
CpECTBA AaHTUBUPYCHOM 3aLUTHI

8. IlpoBenenue HeaxryansHo He ocymectBisiercs 00paboTka CBeICHUIH,

1ab0paTOPHBIX COCTaBJIAIOIINX FOCYJapCTBEHHYIO TailHYy, a

uccinenosannii CK31, TaK)K€ UHBIX CBEJIEHUI, KOTOPBIE MOT'YT

HCIIOJIb3YEMBIX BHE MPEJCTABISITh UHTEPEC s peaiu3aluu

KOHTPOJIMPYEMOH 30HBI, BO3MOYKHOCTH;

OTrpaHMYEHHOE MEpamH, BBICOKAas CTOMMOCTb U CJIO)KHOCTh

peaJn30BaHHBIMHU B MOATOTOBKH peaIn3aliii BO3MOKHOCTH

MH(pOPMaAIIMOHHON

cucreMe, B KOTOpOu

ucnoneszyercs CK3U, u

HaIpaBJIECHHBIMU Ha

IpeIoTBpalIeHEe U

[peceYcHue

HECaHKI[MOHUPOBAHHBIX

JEUCTBUN

9. IlpoBenenue paboT 1o HeakryanpHo He ocymectBisiercs 00paboTka CBeICHHIA,

CO3[IaHUIO CIIOCOOOB U
CPEICTB aTak B HAyYHO-
HCCIIEI0BATEIHLCKUAX

COCTABJIAIOIINX FOCYJapCTBEHHYIO TaiiHy, a
TaKXe UHBIX CBEICHHI, KOTOPbIE MOTYT
MPEJICTABIISITh UHTEPEC sl peaiu3aluu




YTOouHEHHBIE BO3MOXKHOCTH
HapyIIUTEIEH U HAPABJICHUS
arak (COOTBETCTBYIOILINE
aKTyaJIbHBIC YTPO3bI)

AKTyaJIbHOCTh
WCIIOJIb30BaHUS
(mpuMeHeHus1) s
MIOCTPOEHUS U
peanusaium aTtak

O6ocHOBaHME OTCYTCTBUS

1

2

LEHTpax,
CIICIUATTU3UPYIOITUXCS B
obnacTu pa3paboTKu U
agamm3a CK3U u CO, B
TOM YHCJIE C
HCIIOJIb30BaHUEM
HCXOIHBIX TCKCTOB
Bxozdmiero B CO
npuknajgsoro 10,
HEIOCPEICTBEHHO
MCITIOJIb3YIOIIETO BHI30BHI
MPOrPaMMHBIX (DYHKITHIA
CK3H1

BO3MOXHOCTH,
BBICOKas CTOMMOCTB U CIIOXKHOCTb
MMOATOTOBKH pCain3aliii BO3MOXHOCTH

10. Co3nmanue cnoco0oB,
MOJI'OTOBKA U TIPOBE/ICHUE
aTak ¢ MPUBJICUCHUEM
CIICIIHAIMCTOB B 00JIaCTH
HCIIOJIB30BAHMS IS
peanm3auuu arak HJIB
cucremHoro 110

HeaxkryansHo

He ocymectBisiercs 00paboTka CBeICHUIH,
COCTAaBJIAIOIINX FOCYJapCTBEHHYIO TailHy, a
TaK)K€ UHBIX CBEIEHUI, KOTOPBIE MOT'YT
IPEJCTABISITh UHTEPEC ISl peanu3anuu
BO3MOYKHOCTH;

BBICOKAasl CTOMMOCTb U CJIO)KHOCTh
MOATOTOBKH peaIn3aliii BO3MOKHOCTH;
IIPOBOJATCA PabOTHI IO OJOOPY MEPCOHAIA;
MIOMELIEHMS, B KOTOPBIX PacloIararTcs
CK3U u CO, ocHalieHbl BXOAHBIMH JIBEPbMHU
C 3aMKaMH, 00€CIIeYnBaETCs TOCTOSTHHOE
3aKpBITUE JIBEpEU MOMEIICHUN Ha 3aMOK U MX
OTKPBITHE TOJIBKO JUIsl CAHKIIMOHUPOBAHHOTO
IPOX0/a;

IIPEJCTAaBUTENIN TEXHUYECKUX,
00CTyKUBAIOIIMX U IPYTUX
BCIIOMOTaTeNbHBIX CIIYyX0 mpu padoTe B
MOMEUIEHUX (CTOMKaX ), I1€ PacloiloKeHbI
koMrnioHeHTsl CK3U u CD, u coTpyiHUKH, HE
sBJIIompecs nonbk3oBareasymu CK3U,
HAaXOJATCS B ATUX IIOMEUIEHUSIX TOIBKO B
MPUCYTCTBUH COTPYIHHUKOB IO KCILTyaTalllH;
OCYUIECTBIISIETCA pa3rpaHUYEHNE U KOHTPOIIb
JIOCTYyIa MOJIb30BaTeNel K 3allUIaeMbIM
pecypcawm;

OCYUIECTBIISIETCS PETUCTPALIMS U YUEeT
JEeHUCTBUI MOJIL30BaTENICH;

Ha APM u cepBepax, Ha KOTOpPBIX
ycra"osieHsl CK3U, ucnons3yrores
ceprudunupoBanubsie C3U ot HCJ;
UCTIONIB3YIOTCS CePTU(DUIIMPOBAHHBIE
CpENCTBA AaHTUBUPYCHOM 3aLUTHI




AKTyaJIbHOCTh

UCIOJIb30BaHMS
(mpuMeHeHus) U1 O6ocHOBaHME OTCYTCTBUS

MIOCTPOEHUS U
peanu3anuy atak

YTOouHEHHBIE BO3MOXKHOCTH
HapyIIUTEIEH U HAPABJICHUS
arak (COOTBETCTBYIOILINE
aKTyaJIbHBIC YTPO3bI)

1 2 3
11. Bo3MOXXHOCTB Heaxryanbho He ocymectBisiercs 00paboTKa CBeICHHIA,
pacronararb CBEJICHUSIMH, COCTAaBIISIOIINX TOCYapCTBCHHYIO TaifHy, a
COACPIKAIIUMUCH B TAaKKC MHBIX CBeI[eHPIﬁ, KOTOPBIC MOT'YT
KOHCTPYKTOPCKOI HPEICTaBISTh HHTEPEC /ISl PealIu3auu
JOKYMCHTAIlUX Ha BO3MOXHOCTHU

amnmaparHbple ¥ IPOrpaMMHbBIC
KOMITOHEeHTEI CD

12. Bo3MOXXHOCTB HeakryansHo He ocymectBisiercss o00paboTKa CBEICHUIA,

BO3/ICHCTBOBATH Ha JIFOObIE COCTABJIAIOIINX TOCYJAPCTBEHHYIO TaiiHy, a

xommoHeHTsl CK3U1 u CO TAK)KE UHBIX CBEICHUM, KOTOPbIE MOTYT
MPEJICTABIISITh HHTEPEC JJISl peaTn3auu
BO3MOXKHOCTH

4. OnpenesieHre aKTyaJIbHBIX yTPo3 0€30MacHOCTH MEPCOHATBHBIX IAHHBIX B
MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX

4.1. Ha ocHOBe IpOBEAECHHOIO aHaln3a 0aHKa JaHHBIX yrpo3 0e301acHOCTU
uHpopmanmu  (www.bdu.fstec.ru) ¢ yu€tom CTpYKTYypHO-(YHKIIMOHAIBHBIX
xapakrepuctuk TUNoBbiXx MC, a Takke MpuUMEHsSEMbIX B HUX HH(POPMAIMOHHBIX
TEXHOJOTUN U ocobeHHocTer ¢GyHKImoHupoBaHus, B MIC opraHoB BiIacTH MOTYT
OBITh aKTyaJIbHBI cleytoume yrpo3sl 0ezonacnoctu UCITH:

YBU.3 Yrposza ananuza kpuntorpadpuueckux aJropuTMOB U UX peaanu3aiiui;

YBU.4 Yrposza anmaparaoro copoca naposis BIOS;

YBU.6 Yrpo3a BHEApEHUS KO WA JAHHBIX;

YBU.7 Yrpo3a Bo3aeMCTBHS HA IPOTPAMMBI C BBICOKMMU ITPUBHJIETUSIMU;

YBU.8 Yrpo3a BoccTaHOBIIEHUS ayTEeHTU(PUKATMOHHOW HH(DOpMAIUK;

YBU.9 Yrpo3a BoccTaHOBIEHU NpeapIAyLen ys3BuMon Bepcun BIOS;

YBU.12 Vrpo3a  neCTpyKTUBHOTO  HM3MEHEHUS  KOH(UTyparuu/cpesl
OKPYKEHUSI IPOrpamM;

VYBU.13 Y¥rpo3za JaeCTPYKTUBHOTO  HCIOJB30BAHUS  JICKJIIAPUPOBAHHOTO
dbynkimonana BIOS;

VYBU.14 Yrpo3a MJIMTENBHOTO YAEPKAHUS BBIYMCIHUTEIBHBIX PECYPCOB
MOJIb30BaTEISIMH;

YBU.15 Y¥rpo3a nocrynma K 3amuiiaeMbiM ¢aiijlaM C HCIOJIb30BaHUEM
00XOTHOTO MYTH;

YBU.16 Yrpo3a gocryna K JoKaJibHbIM (paitiam cepBepa npu nomoiu URL;

YBU.17 Yrpo3sa nocryna/mepexsara/uzmenenuss HT TP cookies;

YBU.18 Yrpo3a 3arpy3ku HEIITATHON ONEPAIMOHHON CUCTEMBI;

YBU.19 Yrpo3a 3apaxenns DNS-kema;

YBU.22 Yrpo3a n30bITOYHOTO BHICIICHUS ONIEPATUBHON MTaMSITH;

YBU.23 Yrpo3a u3MeHeHUs] KOMIIOHEHTOB CUCTEMBI;



YBU.26 Yrpo3a uckaxenuss XML-cxemsl;

YBU.27 Yrpo3a uckaxeHUs BBOAMMON W BBIBOJUMOW Ha TepudepuiiHbIC
yCTpoOKCTBa HH(POpMAITUY;

YBU.28 Yrpo3a wuCHONb30BaHMS AJIBTEPHATUBHBIX MYTEW JocTyna K
pecypcawm;

YBU.30 Yrposa VICTIOJIb30BaHUA uHbOopMaLIH uaeHTuguKam/
ayTeHTU(UKAINY, 33JaHHON TT0 YMOJTYaHUIO;

YBUM.31 ¥Yrpo3a ucnonap30BaHUsI MEXAaHU3MOB aBTOPHU3ALMU ISl TOBBILICHHUS
IIPUBWIIETHH;

YBI.32 Yrpo3a ucnonbp30BaHus NOAAEIbHBIX HU(PpoBbIX noanuceit BIOS;

YBI.33 Yrpo3a ucnonabp30BaHUs C1a00CTEN KOAMPOBAHUS BXOAHBIX JAHHBIX;

YBU.34 Vrpo3a ucmonp3oBaHusi  crnabocTeil  MPOTOKOJIOB — CETEBOro/
JIOKaJILHOTO 0OMEHA JTaHHBIMU;

YBU.36 Yrposa uccienoBanus MEXaHU3MOB paOOThI IPOTPAMMBI;

YBU.37 Yrpo3a uccrienoBanus NPHUIOKEHHs Yepe3 OTYETHI 00 OIMNOKaX;

YBU.39 Vrpo3a wcuepranus 3amaca  KJIOYeH, HEOOXOAUMBIX IS
oonosienus BIOS;

YBU.41 Yrpo3a MekcalTOBOTO CKPUIITUHTA;

YBU.42 Yrpo3a MeKCcalTOBOM MOAAEIKHU 3apoca;

YBU.45 Yrpo3a HapyuieHus u30as0uu cpeapl ucnoinenus BIOS;

YBU.49 Yrpo3a HapyleHus: HEJIOCTHOCTH TAHHBIX KEIIa;

YBU.51 Yrpo3a HEBO3MOKHOCTM BOCCTAaHOBIIEHHSI CECCHUM padOThl Ha
[I19BM npu BeIBOZIE U3 NPOMEKYTOUHBIX COCTOSSHUN NTUTAaHUS;

YBU.53 Yrpo3a HEBO3MOXXHOCTH YIPABICHUS IIpaBaMU IMOJIb30BaTEICH
BIOS;

YBU.59 Yrpo3za HEKOHTPOJIMPYEMOrO POCTa 4YHUCIA 3apE3€PBUPOBAHHBIX
BBIYUCIIUTEIBHBIX PECYPCOB;

YBU.62 Yrpo3a HEKOPPEKTHOIO HCIOIb30BaHUSI MPO3PAYHOIrO IMPOKCHU-
cepBepa 3a CuéT IJIarMHOB Opay3epa;

YBN.63 Yrposza HEKOPPEKTHOIO MCTIOJIb30BaHUS (byHKIIMOHaIA
MIPOTPAMMHOTO 00SCIICUCHHS;

YBU.67 Yrpoza  HEmpaBOMEPHOTO  O3HAKOMJICHHS C  3alllUIIacMOM
uH(popMaImei;

YBU.68 Yrposa HEMPaBOMEPHOTO/HEKOPPEKTHOTO MCMOJIb30BAHUS
uHTepdeiica B3auMOJEHCTBUS C IPUIIOKEHHUEM;

YBU.69 Yrpo3a HenmpaBOMEPHBIX ACHUCTBUN B KAHAJIAX CBA3U;

YBU.71 Y¥rpo3a HECaHKUMOHMPOBAHHOIO BOCCTAHOBICHUS  YIAJIEHHOM
3alMIaeMOo HHpOopMaInK;

YBU.72 Yrpo3a HECaHKIIMOHUPOBAHHOTO  BBIKJIIOYEHUS] WA  00Xoja
MEXaHM3Ma 3aIuThI oT 3amucu B BIOS;

YBUN.74 Yrpo3za HECaHKIIMOHUPOBAHHOTO JOCTYyNAa K ayTeHTU(UKAIIMOHHOU
uHdopManuy;

YBU.86 Yrpo3a HeCaHKIIMOHUPOBAHHOTO U3MEHEHHS ayTeHTU(PUKAITMOHHOM
uHdopManuy;



YBU.87 Yrposa HECAHKI[MOHUPOBAHHOTO VCIIOJIb30BAHUS
npuBwiIernpoBaHHbix ¢yHkiuii BIOS;

YBU.88 Yrpoza HECaAaHKIMOHMPOBAHHOIO  KOMUPOBAHMUS  3allUIIAEMOM
nHpopMauy;

YBU.89 Yrpo3a HeCaHKIIMOHUPOBAHHOTO PEJAKTUPOBAHUS PEECTPA;

YBU.90 Yrpo3a HECaHKIIMOHUPOBAHHOTO CO3JaHUS YYETHOW  3amucHu
MOJIb30BATEIS;

YBU.91 Vrpoza  HECaHKIIMOHUPOBAHHOIO yIQJICHUST  3allHUIIaeMOu
uHbOopMaINH;

YBU.93 Yrpo3a HECaHKITMOHUPOBAHHOTO YIIPaBIeHUS OyhepoM;

YBU.94 Vrpo3a HECaHKIIMOHWPOBAHHOIO YIIPABICHUSI CHHXPOHU3ALMEH U
COCTOSIHUEM;

YBU.95 Yrpo3a HECAHKIIMOHUPOBAHHOTO YIIPABICHUS YKA3aTEIAMU;

YBU.98 Yrpo3a oOHapyKeHHs] OTKPBITBIX TMOPTOB M HUIACHTU(DUKAIIH
MPUBSI3AHHBIX K HEMY CETEBBIX CITYXkO;

YBI.99 Yrpo3a oOHapy»)eHUsI XOCTOB;

YBU.100 Yrpo3a o0xoma HEKOPPEKTHO  HACTPOCHHBIX  MEXaHHU3MOB
ayTeHTU(UKALIHH;

YBU.102 Yrpo3a onocpenoBaHHOTO YIPABICHUS TPYIIION MPOrpaMM 4epe3
COBMECTHO HCMOJIb3yEMbIE JJAHHBIE;

YBU.103 Yrposa onpeneneHusi TAIOB 0OBEKTOB 3alUTHI;

YBU.104 Yrpo3a onpeneneHust TONOJIOTUH BEIYUCIUTEIBLHON CETH;

YBU.107 Yrposa OTKII0YEHUS KOHTPOJIBHBIX JAaTYUKOB;

YBU.109 Yrposa nepebopa BceXx HACTPOEK U TapaMeTPOB MPUIIOKEHHUS;

YBU.111 VYrposa nepenaun JaHHBIX IO CKPBITHIM KaHAJIaM;

YBU.113 VYrposa mepesarpy3ku anmnapaTHbIX W IPOrPAMMHO-AIAPATHBIX
CPENCTB BEIYMCIUTEIBHON TEXHUKH;

YBU.114 Yrpo3za nepenoaHeHus 1eJI0YMCICHHBIX IEPEMEHHBIX;

YBU.115 VYrposa nepexBara BBOAMMOW M BBIBOAMMOW Ha TepudepuitHbie
yCTpoWcTBa HH(pOpMAITUH;

YBU.116 VYrposa nepexBara JaHHBIX, NEPEAaBACMbIX MO BBIYHCIUTEIHLHON
CETH;

YBU.117 Yrpo3a nepexpara NpuBUIETHPOBAHHOTO MMOTOKA;

YBU.118 Yrposa nepexsara npuBUIETUPOBAHHOIO MPOLIECCA;

YBU.121 Yrposa noBpexaeHUs CHCTEMHOTO PEECTPA;

YBU.122 Yrpo3a noBbIIIEHUS IPUBUIIETH;

YBU.123 Yrpoza noadopa maposns BIOS;

YBU.124 Yrpo3a noanenku 3anuceit >xypHaia perucTpaiuu COObITUH;

YBU.127 Yrposa noaMeHsbl 1eUCTBUS MOIb30BaTENs yTEM 00OMaHa;

YBU.128 Yrpo3a noaMeHbl JOBEPEHHOTO MOJIb30BATENS;

YBU.129 VYrpo3a nmogMeHbl pe3epBHOIN KOMHMH MPOTPAMMHOTO 00€CTICUCHUS
BIOS;

YBU.130 Yrpo3a noiMeHsbl COAEPKUMOTO CETEBBIX PECYPCOB;

YBU.131 Yrposa noameHsl cyObeKTa CETEBOTO TOCTYIA;



YBU.132 VYrposa monydeHus npeaBapuTenbHON nMHGoOpManuu o0 0O0beKTe
3AILNTHL;

YBU.139 Yrpo3za npeononenusi pu3nuecKoi 3aluThi;

VYBU.140 Yrpo3a nmnpuBEneHUS CHCTEMbI B  COCTOSHHE «OTKa3 B
00CITyKUBaHUNY;

YBU.143 VYrpos3a nporpaMMHOTO BBIBEACHUSI U3 CTPOSI CPEIACTB XPaHEHUS,
00paboTku U (Mu) BBOAA/BbIBOAA/Iepeaadu nH(popMalum;

YBU.144 Yrposa nporpammuoro copoca mapois BIOS;

YBU.145 Yrpo3a mpomycka TPOBEPKA IEIOCTHOCTA  MIPOTrPaMMHOIO
o0ecITeueHHS;

YBU.149 Yrpoza c6ost 00pabOTKHM CIenuaibHBIM 00pa3oM H3MEHEHHBIX
(bainos;

YBU.152 VYrpo3a ynanenusi ayTeHTU(DUKAITMOHHON MH(OpMaIIny;

YBU.153 Yrpo3a ycuiieHHs BO3ACUCTBUS Ha BBIYHCIHUTENBHBIE PECYPCHI
MOJIb30BATENEN TPU OMOILA CTOPOHHUX CEPBEPOB;

YBU.154 Yrpo3a ycTaHOBKH yS3BUMBIX BEpCUN OOHOBIICHUS TPOTrPAMMHOTO
obecreuenust BIOS;

YBU.155 Yrpo3a yTparbl BEIYUCIUTENBHBIX PECYPCOB;

YBU.156 Yrposa yTparsl HOCUTENEeH HHPOpMAIUK;

YBU.157 Yrpo3a ¢usudyeckoro BBIBEACHHUS W3 CTPOS CPEICTB XpPaHCHUS,
00paboTKH U (MJIK) BBOJA/BBIBO/IA/IEpeaadr HH(POPMALIUH;

YBU.158 Yrposa dhopmarupoBaHusi Hocutene nHhopmaluu;

YBU.159 Yrposa «popcrupoBaHHOTO BeO-Opay3nHTray;

YBU.160 Yrpo3a XxuileHusi CpeICcTB XpaHEHHs, 00paboTku U  (WUin)
BBOJIa/BbIBOJIA/TIEpeaaYr UH(POPMALIUH;

YBU.162 Yrpo3sa skcmityarauyu HHPPOBOM NOAMUCH TPOTPAMMHOIO KOJIa;

YBU.163 Yrpo3a nepexBara UCKIIOUCHHS/CUTHANIA U3 TTPUBUIIETUPOBAHHOTO
Omoka GyHKITUH;

YBU.167 Yrposa 3apaKCHUs KOMITBEOTEpA pu MIOCEIICHUA
HeOJ1aroHaAEKHBIX CaliTOB;

YBU.168 Yrposa «kpaxu» y4ETHON 3alUCU JOCTYIA K CETEBBIM CEPBUCAM;

YBU.170 Yrposa menpaBomepHoro mudpoBaHus HHGOPMAIIUH;

YBU.171 Yrpo3a CKpBITHOTO BKJIFOUEHHSI BBIUHUCIUTEIBHOTO YCTPOMCTBA B
cocTaB 00T-CeTH;

YBU.172 Yrposa pacnpoCTpaHEHHUs «IIOYTOBBIX YEPBEN»;

YBU.173 Yrposa «cnamay BeO-cepBepa;

YBU.174 Yrposa «bapmMuHray;

YBU.175 Yrposa «bunimHray;

YBU.176 Yrpo3a  HapylleHHS  TEXHOJOTHYECKOTO/TIPOU3BOACTBEHHOIO
MpoIlecca U3-3a BPEMEHHBIX 3a]JI€PKEK, BHOCUMBIX CPEJCTBOM 3AILHTHI;

YBU.177 Yrpo3a HENOATBEPKAEHHOTO BBOJA JAHHBIX ONEPATOPOM B
CHCTEMY, CBA3aHHYIO C O€30MMaCHOCTHIO;

YBU.178 Yrpo3a HECaHKIMOHUPOBAHHOIO HCIIOJNIB30BAHUSI CHCTEMHBIX U
CETEBBIX yTHUIINT;



YBU.179 Yrpo3a HECaHKIMOHUPOBAHHOW MOAU(UKAMU  3allUIIAeMON

nHpopMauy;

YBU.180 Yrpo3a oTkaza moacUCTEMBbl OOECIEYeHHUS] TEeMIEepaTypHOTO
pexnMma;

YBU.181 Yrpos3a mepexBara OJHOPA30BBIX IMAPOJEH B PEKUME PEATBHOIO
BPEMCEHU;

YBU.182 Yrpo3a ¢puznueckoro ycrapeBaHus anmnaparHblX KOMIIOHEHTOB;

YBU.183 Yrpo3a mepexBara yIpaBieHHs aBTOMaTU3UPOBAHHOW CUCTEMOU
yIpaBJIeHUs TEXHOJIOTHYECKUMH MPOIECCaMU;

VYBU.185 Yrpo3a  HECaHKUMOHUPOBAHHOIO  M3MEHEHUA  NapamMeTpoOB
HACTPOUKU CPEJICTB 3aIUTH HHGOPMAIINH;

YBU.186 Yrposa BHeApEHMS BPEIOHOCHOTO KOZIa Yepe3 pEeKIIaMy, CEPBUCHI U
KOHTEHT;

YBU.187 Yrpo3a HECaHKIIMOHUPOBAHHOTO BO3JCWUCTBUS HAa CPEICTBO
3aIUThl HTHPOPMAIIUK;

YBU.189 Yrpo3a MackupoBaHUs JE€UCTBUN BPEJOHOCHOTO KOJA;

YBU.190 Yrpo3a BHeApeHUs BPEAOHOCHOTO KOJA 3a CUET MOCEIICHUS
3apa)KeHHBIX CATOB B ceTU MIHTEpHET;

YBU.191 Yrpo3a BHenpeHus BpEIOHOCHOTO KoJa B JAUCTpUOYTUB
IPOrPaMMHOTO 00ECIICUCHHUS;

YBU.192 ¥rpo3a WCNONB30BaHUSA  YSA3BUMBIX BEPCHA  MPOrPAMMHOIO
o0ccreUCHHS;

YBU.193 Yrposa yreuku nHPOpMAIMK 332 CYET MIPUMEHEHUSI BPEIOHOCHBIM
POrpaMMHBIM 00€CIIEYeHHEM AJITOPUTMOB U (PpoBaHus TpaduKa;

YBU.197 Yrpo3a xuumieHusi ayTeHTU(UKAIMOHHOW MHGOpPMALUK U3
BpEMEHHBIX (paitsioB cookie;

YBU.198 ¥rpo3a CKpBITHOM pErucTpalvd BpPEJOHOCHON MNpOrpaMMHOMN
YYETHBIX 3alIUCeN aIMUHUCTPATOPOB;

YBUN.201 Yrpo3a yTedku MOJIb30BATEIbCKUX JAHHBIX MPU HCHOJIb30BAHUU
(GYHKIIMHA aBTOMATHUYECKOTO 3alofHEHUs ayTeHTHU(UKAIMOHHON HH(OpManuu B
Opaysepe;

YBU.203 Yrpo3a yreukn wuHOpMaAMM C HE TMOAKIIOYCHHBIX K CETH
NHTEpPHET KOMITBIOTEPOB;

YBU.204 Yrpo3a  HECAHKIIMOHUPOBAHHOTO  HW3MEHEHUS  BPEIOHOCHOM
nporpaMMoOi  3HAYEHUW  MMapaMeTpPOB  MPOTPAMMHUPYEMBIX  JIOTHUECKHUX
KOHTPOJLJIEPOB;

YBU.205 Yrpo3a HapyuieHuss paOOThl KOMIBIOTEpa U OJIOKUPOBAHUS
JOCTyNa K €ro JaHHBIM H3-3a HEKOPPEKTHOM pabOThl yCTaHOBJIEHHBIX HA HEM
CPEICTB 3alllUTHI.

4.2. Yrpo3zamu 0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe ¢
ucnonbs3oBanneM CK3U sBnsroTcs:

4.2.1. co3ganne CrocoOOB, TMOATOTOBKA M TPOBEICHHE arak 0e3
MPUBJICYEHUS CIISIIUATTUCTOB B o0nactu pa3padborku u ananuza CK3U;

4.2.2. coznanue crnoco0oB, MOATOTOBKA M MPOBEICHUE aTaK Ha Pa3IMYHBIX
sranax JkusHenHoro 1wmkiaa CK3UM. K »sramam »xm3HenHoro nukia CK3U



OTHOCATCS: pa3paboTka (MOAEpHHU3aLMs) YKa3aHHBIX CPEACTB, MX IMPOU3BOJCTBO,
XpaHeHHe, TPAHCTIOPTUPOBKA, BBOJ B AKCILTyaTallMio (ITyCKOHaIaJ0uHble paboThl),
DKCIUTyaTaIus;

4.2.3. mpoBe/IcHHE araku, HaxXo[sACh BHE MPOCTPAHCTBA, B TIpeleax
KOTOPOTO OCYILIECTBIISIETCSI KOHTPOJIb 3a MpeObIBAHUEM U ACHCTBUSMU JIUILL U (WJIN)
TPAaHCIOPTHBIX ~ CPEIACTB  (mamee - KOHTpoiwpyemas 30Ha). [paHuuein
KOHTPOJIUPYEMOW 30HBI MOXET OBbITh: MEPUMETP OXPAHIEMON TEPPUTOPUU
OpraHu3alliy, OrPAKIAIOIINE KOHCTPYKIUU OXPAHSAEMOIO 3/IaHHs, OXPaHIEeMOM
YaCTH 3/1aHUS, BBIJCICHHOTO TTOMEIICHUS;

4.2.4. npoBefieHHe Ha dTamax pa3pabOTKU (MOAEpPHHU3AIMH), TIPOU3BOICTRA,
xpadenus, TpaHcnoptupoBkn CK3UM wm stane BBojga B 3kcmityarauuio CK3U
(myckoHana04HbIe padOThl) CIEAYIONINX aTaK:

BHECEHHE HECAaHKIMOHUpOBaHHbIX u3MeHeHudd B CK3UM u (wim) B
KOMIIOHEHThI anmnaparHblX W TMPOTPAMMHBIX CPENICTB, COBMECTHO C KOTOPBIMHU
mratHo ¢GyHKiumoHupytoT CK3U, B COBOKYNMHOCTH NPEICTaBISIONINE CPENy
dbynkimonupoBanus CK3U, kotopbie CcrnocoOHBI TOBIUATH HA BBINOJIHEHHE
npenbsiisieMbix Kk CK3W  TpeGoBanuil, B TOM 4YHCIE C HCIOJIb30BAHUEM
BPEIOHOCHBIX MPOTPAMM;

4.2.5. npoBeeHue arak Ha srane skcruryaranuu CK3U na:

NIEPCOHAJIbHBIE JaHHBIE;

KJIIOUEBYI0, ayTEHTU(DUITUPYIONIYIO U TapoibHyto uHpopmaimio CK3U;

nporpaMMubie koMnoHeHTsl CK3U;

anmaparabie KoMmnoHeHThl CK3U;

nporpaMmMHbie KOMIoHeHThl C®, BKiIoYas NOpPOrpaMMHOE OOEcCIeYeHHe
BIOS;

anmaparHbie KOMIOHEHThI CD;

JaHHbIE, TIEpeIaBaeMbIe TI0 KaHaJlaM CBSI3H;

4.2.6. mony4yeHue M3 HAXOMSIIUXCS B CBOOOMTHOM JOCTYyNE HCTOYHUKOB
(BKITROYast UHPOPMAITMOHHO-TETIEKOMMYHHUKAIIMOHHBIE CETH, TIOCTYN K KOTOPBHIM HE
OTPaHUYEH OINpPEACIICHHBIM KpPYyroM JIMI, B TOM 4YHcCJe HWH(OPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHYI0 ceTh «MuTepHeT») uHdpopmanuu o6 MC, B koropoi
ucnonb3yetcss CK3U. Ilpu 3ToM MOXKET ObITh MOTy4YeHa Cleaytomas nHopMaIus:

obmue ceenenusi 06 MC, B kotopoit ucnonbizyercss CK3U (na3znauenue,
COCTaB, OIepaTop, 0ObEKTHI, B KOTOPHIX pa3MeleHsl pecypcsl MC);

cBelleHus 00 MH(OPMAIMOHHBIX TEXHOJNOTUsAX, Oazax maHHbiX, AC, IIO,
ucnonp3dyembix B HMC coBmectHo ¢ CK3U, 3a wuckiodeHHeM CBEACHUM,
COJEPIKALIUXCS TOIBKO B KOHCTPYKTOPCKOM JOKYMEHTalUU Ha MH(GOPMALIMOHHBIE
TexHoyioruu, 6asel gaHueix, AC, I10, ucnons3yemsie B IC copmectno ¢ CK3U;

COJEpKaHME HaxXoIsAUIeHcs B CBOOOAHOM JIOCTYNE JOKYMEHTallMd Ha
anmapaTtHsie 1 nporpamMubie kKoMmnoHeHThl CK3U u Cd;

oO1uIye CBeeHHs O 3alluiaeMoil nHpopMaluy, UCTOIb3yeMOM B Mpoliecce
skcruryatanuu CK3U;

CBEJICHUS O KaHAJIaX CBS3M, O KOTOPBIM nepeaatorcs 3amuinaembie CK3U
MIEPCOHAJILHBIC JTAHHBIC (J1aJiee - KaHaJl CBSI3H);



4.2.7. npuMEHEHNEe HaXOASAIINXCS B CBOOOTHOM JOCTYIIE WU MUCIIOJIb3YEeMbIX
3a npeaenamMu KoHTpoiupyemoi 30Hel AC um 110, Bximrowas anmaparHbele U
nporpamMmmubie KoMroHeHTsl CK3U u CO;

4.2.8. nonyyeHue B paMKax IPEIOCTABICHHBIX IOJHOMOYMH, a TaKke B
pe3ynbraTe HaOMIOAeHUH cenyrome nadopMauu:

CBEICHUN O (PU3UYECKUX Mepax 3alUThl 0OBEKTOB, B KOTOPHIX Pa3MEILEHBI
pecypcel MC;

CBEICHUN O Mepax MO 00ECIEeYCHHIO KOHTPOJIUPYEMOH 30HBI OOBEKTOB, B
KOTOPBIX pa3meleHsl pecypcsl UC;

CBEIECHUI O Mepax IO pa3rpaHUYECHHIO JOCTYIa B IOMENIEHUS, B KOTOPBIX
Haxonarcs CBT, Ha kotopeix peanuzoBanbl CK3U u C;

4.2.9. ucnonp3oBaHWE  IITATHBIX  CPEIACTB, OrPAHMUYEHHOE  MepaMu,
peamus3oBanHbiMu B MC, B koTopont ucnomb3yercss CK3U, n HampaBieHHbIMH Ha
IIPEIOTBPAILICHHUE U NTPECECUEHUE HECAHKIIMOHUPOBAHHBIX JEHCTBU.



